MATERIAL WEAKNESS FORMAT

UNCORRECTED MATERIAL WEAKNESS

                                       
Local ID #:    CHEDDAR 04001
Title and Description of Material Weakness:  Lack of Systems Security  

Many systems are fielded to installation levels without proper security implemented.  Systems do not comply with DOD or Army Regulations (AR 25-2) governing systems security.  A recent example occurred on Fort Cheddar where a soldier who was working with a tactical communications system used a hacking tool to extract a system administrator password hash from the tactical system and later crack the password, making the system vulnerable to unauthorized privilege escalation.  The password was easily cracked because the system did not comply with the security policy regarding password complexity.  After having cracked the password, the soldier logged into the system using the administrative privileges, and while experimenting with the newly gained privileges “unwittingly” disables one of the battlefield information systems at another military site.  If battlefield operations would have been in progress during this incident, this could have been devastating, resulting in a friendly fire incident and possible loss of life.  

Many systems fielded for both tactical and garrison use do not comply with security policies.  Below is a list of concerns that this installation has to deal with each time a new system is fielded or commercial-off-the-shelf software is approved for use.  Installation security and systems/network administrators are left with the challenge of determining how to secure their systems yet maintain system availability.

a.  The challenge of both securing the network/systems and maintaining system availability is a strain on available resources.  Statistics show the majority of attacks occur on the internal part of a network yet resources are directed towards protecting the perimeter of the network.  Many of the information security practices and tools work well in a test/lab environment but fail to perform adequately in a “real world” environment.

b. Secure baseline configurations are limited in that they do not address the flexibility required for installation architectures.  Many times the secure baseline is outdated   when fielded due to the rapid discovery of security vulnerabilities.
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c. Telecommuting provides direct access for commuters to connect to internal networks through virtual private network (VPN) tunnels.  If the telecommuter’s system is vulnerable, that vulnerability will be inherited by the network.  This causes potential security holes for the network/system.  

d. Encryption acts as a double-edged sword.  Allowing users to access encrypted sites such as AKO (which provides excellent information sharing opportunities), which uses a point to point encryption technology, bypasses network intrusion monitoring (detection) systems, and can be used to bypass antivirus gateway services for our e-mail systems.  Unrestricted access to secure websites (HTTPS) is a significant security risk to the network/system.

e. Lack of training to support the new systems. The growing complexity of software and interconnected network systems warrants a need for improved and advanced systems/network administrator training and overall improved auditing and awareness.

Functional Category:  Information Assurance

Pace of Corrective Action:


Year Identified:  FY 04 

Original Targeted Correction Date:  NA


Targeted Correction Date in Last Year’s Report:  NA


Current Target Date:  FY 05


Reason for Change in Date(s):  NA

Component/Appropriation:  Army

Validation Process:  Periodic information assurance surveys will identify actual performance levels as well as identifying areas of vulnerability. 

Results Indicators:  Systems/procedures/policies are in place to prevent “hacking” of info systems.
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Source(s) Identifying Weakness:  As a result of the communication’s failure, the command carried out a detailed audit and they determined the communication’s failure must have been caused by human error.  Identifying human error as the culprit led the investigators to look at the log files for administrative access times.  
Major Milestones in Corrective Action:

A.  Completed Milestones:

    Date                     Milestone
Jul 03
Memo sent to the Deputy Chief of Staff for Intelligence (DCSINT) (copy to HQDA DAMI-IM), identifying the incident and the need to enforce the current policy and provide more stringent auditing.

Dec 03 
Added a firewall to the installation to identify both internal and external connectivity sessions and restrict external access to internal sources.  Responding to all alerts and adding restrictions as specified by the Defense Information Systems Agency (DISA).

Jan 04                 Increased restrictions on routers and mandatory access and 

accounting systems to prevent unauthorized users’ access.

    Mar 04
          Created an automated scanning solution to notify systems

                                administrators and department heads of system policy violations. 

Mar 04
Changed local policy to strengthen control and policy now states: “AIS passwords will be protected at the level of information processed on the system, i.e., the password for a computer which processes SECRET will be protected at the SECRET level.”

    Apr 04

Established mandatory perimeter monitoring points using Network

Intrusion Detection Systems.  Selected internal monitoring points

for random traffic audits.
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B.  Planned Milestones (FY 05 and beyond):

    Oct 04   

Secure VPN telecommuters by scanning and verifying the

integrity of the commuters systems. 

    Dec 04 

Improve availability and frequency of technical training for staff

supported automated information systems.

    Feb 05

Implement information assurance activities as a separate duty from

network administration to maintain separation of duties for improved security.

    May 05 

Improve resource allocation to local enclaves for internal

                                monitoring tools and training.

    Jul 05

Internal Review will verify actions taken and validate the closure. 

OSD or HQDA Action:  NA

Point of Contact:  Ms. Cheese Head  

Office Address:    HQ, DAIRYLAND,  ATTN:  DLRM, Fort Green Pastures, ZZ #####

Telephone:           DSN DDD-LLLL  CML (FFF) GGG-LLLL

Email Address:     chead@dairyland.army.mil
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