
29 February 2000
MEMORANDUM FOR ALL IMCEN SUPPORTED ORGANIZATIONS

SUBJECT:  Automated Information System (AIS) Sanitization
1. The Purpose.  To prescribe policies and procedures to be used for the sanitization of storage media up to and including TOP SECRET.

2. Reference.  AR 380-19 Appendix F Clearing, Sanitizing, and Releasing Computer Components and AR 380-5 Chapter IX Disposal and Destruction.

3. Applicability.  Applicable to all personnel performing AIS administration, support and maintenance duties within the IMCEN support customer base.  This memorandum provides the authority for SECRET cleared AIS support personnel to perform sanitization of storage media up to and including TOP SECRET.

4. Procedures.  The operating instructions when using Sanitizer D are outlined in (attachment 1).  Sanitizer D will be utilized for the sanitization of classified storage media, when the media/system remains operational.  Customers requiring the need for sanitization should follow the outlined steps listed below.

· The customer’s Organization Information System Security Officer (OISSO) must contact the RAD POC to request Sanitizer D.  At that point, the RAD POC should check the current list of OISSO’s to verify that the request is coming from the appropriate OISSO.

· After confirmation, the RAD POC contacts the IMCEN Help Desk, 703-693-4337, to request appropriate technician to sanitize the system.

· A SECRET-cleared technician will be authorized to run Sanitizer D on the system.  

· After the system is sanitized, the technician must produce a Sanitized Certificate (Attachment 2) to the customer and keep a record for themselves.  The technician must also maintain a record of how many systems are sanitized per Sanitizer D disk.  Each disk allows the technician to sanitize 50 systems.

· Additional verification or testing that the media has been sanitized is the responsibility of the OISSO.  

Please address any questions, comments or concerns to Mr. William Dugger, IMCEN, ISSO who can be reached at 703 693-7070 or email at William.Dugger@hqda.army.mil.

Attachments:

Sanitizer D Operating Instructions

Certificate of Sanitization



//Signed//



RONALD L. GREENFIELD


Information System Security Manager

Sanitizer D Operational Instructions
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Sanitizer 3.0
QUICK START GUIDE

IMPORTANT: Before Sanitizing vour hard drive, make sure yvou have copies of any data, software
programs or operating systems that you want to keep or reuse.

L.

2.

10.

Insert the Sanitizer disk into the floppy drive, and then restart the computer.

At the Registration screen, verify that you have enough keys to cover the number of drives
you wish to be sanitized. If you have enough, press ‘Return’ to continue. If you wish to add a
key, simply type in all the digits of the key, and Sanitizer will update the number of drives
that you may sanitize. When the key has been added, press any key to continue.

On the Main screen, switch to the drive you wish to sanitize using [Page Up/Down], provided
you have more than one drive. On the appropriate drive, enter 'Y’ under sanitize.

Optional — Enter the sanitizings information into the desired fields (Model, ID, Operator,
Supervisor).

If you want a Report, set your Report settings (Verify, Print Report, Sector Report, Date
Format).

If you are using Sanitizer C, skip to Step 10. If you are using Sanitizer D, continue with Step
7.

Enter Y’ for the layer specification you wish. If you choose ‘Fixed’, enter your choice of
overwrite character in the field ‘Overwrite Chart.” (See the Security Specification Guide for
description.)

To add another layer, press Insert. To remove a layer specification, press Delete. To move
between layers, press the Up/Down arrows. After adding a layer, enter your choice of
overwrites specification as you did for the first layer.

When you have finished adding and configuring the layers, press Page Up/Down to set up
another hard drive for Sanitizing (if you have more than one drive.)

If you have only one drive, or when you are finished configuring all drives, press Ctrl-S to
begin sanitizing your selected drive(s). When Sanitizer is finished sanitizing your drives (a
screen will appear telling you that sanitizer is finished), press any key to exit to DOS (it will
expect a disk in the floppy drive,) or turn off your computer.

NOTE: When you see the screen that states: “Sanitizer is now overwriting the selected drives to your
specification. Please wait...” you will know the necessary keys for the desired sanitizings have been
removed from the disk. You may now remove the floppy and use it to sanitize drives on other
computers.

© 1999 Infraworks Corporation. All rights reserved. Infraworks, Shredder, Sanitizer, and InTether are trademarks of Infraworks
Corporation. All other trademarks are the property of their respective companies.





CERTIFICATE 
OF SANITIZATION

Organization Name:	______________________


Building/Room No.:	______________________


Sanitizer Date:		______________________


OISSO			______________________


Phone No.:		______________________


Drive Manufacturer:	______________________


Drive Size:		______________________





Sanitizer D�Technician		_______________________


Witnessed By:	_______________________


_______________________


Comments:	
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